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Introduction

This application note describes how to implement an IPsec VPN between two Westermo MR or DR series rout-
ers.When creating a VPN between an MR and DR series router the MR should always be the Initiator and the DR
the Responder. Applications where there are many remote location with VPN's to a single location (see diagram
below) the Remote router should be the Initiator and the central location the Responder. To create VPN's from a
Westermo MR or DR router to a third party router please contact your local Westermo support organization for

advice.

VPN configuration over WAN network
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Encapsulation using PPoE or PPoA

L5 i
Home Configure: PPP 1 (Standard)
Overview
Name: ADSL
Configure !
i Username: |14895?9BSG_csl@dslconnect.cn.u

Basic IP Address Password (Assigned): |
ADSL Interface
Confirm password: |

VPN Configuration

Users IPSec: ION-Remove SAs when link dewn =]

Eirewall d\

Serial Port O

Time LI To allow the IPSEC packets over the PPP

Save interface the Ipsec must be setto on.

Reboot Load answering defaults | | Note changes to the PPP interface will require
the interface to be dropped and restarted.

Status

ARCI

Encapsulation using Bridge mode

M\

Home Configure: Ethernet 4

Overview

Physical port: ATM PVC 0
Description: |

DHCP client: IEnabIed 'I

Configure
PPP Account

Basic IP Address

ADSL Interface Masic I
e ADSL Interface NAT mode: INAT 'I
* Dynamic DNS IPSec: ION-REmUvE Sis when link down ;I

e ETH 4 Bridged ASDSL

e Default Route 0

VPN Configuration

Users —

Firewall
Carial MNad N

OK | Cancel I

IKE O Initiator
The IKE responder

can be left at
default

The duration value controls the length of
time the key will be valid. On GPRS and
3G based system itis a good idea to have
a longer duration (Max 28800).

Home Configure: IKE O (Initiator)
Overview

Encryption algorithm: IDES 'I

Configure
9 Encryption key bits (AES only): ID 'I

PPP1 ADSL Account

PPP3 HSDPA Account Authentication algorithm:

Basic IP Address Duration (s):

ADSL Interface . .
T Agagressive mode: |On vl Turn Aggressive
HSDPA Module Mode O

PN L onhia A NAT traversal enabled: IYes B ode On

« IKE Initiator Debug level: off x

+ IKE Responder
« IPSEC Eroute 0 oK I
+ IPSEC Eroute 1

e e
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Eroute Setup

The tunnel parameters must be the same at
both ends of the tunnel of the negotiation will fail

Initiator Eroute

|! . R o

Configers: 1PSec EROUTE 4

Dasription:

Pesr [Ffhostnams;

P [

[et g ied

Local subnet 1P Sddress:
Lncal subnat mask:
Ramots subnat 1P address

Remote subnat mask: I 55,0
P |
BH authartication dgorithm: [of =]
ESF suthentication algorichm: [H05 =]
ESP arvrvpbion algonthm: ==
ESP erarvok ey length (bita); [Defau

Dursktion i=1;
DHsration k]!
Mo 54 action:

IP Address or Host
Name for the
termination point of the
VPN tunnel

These
parameters
must be the

same at both
end of the
tunnel

Craste 54' automabcaly:
Aurhantcaton mechod:

oK |

Preshared Key Setup

Preshared key entry
Initiator

The user number is
notimportant

Configure: User 14

Name: Eagle
Password: o

Confirm Password:

Access Level: Low |z
Web page display mode: | Aute -

oK Cancel

Password should be
entered here
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The user name will
be the Peer ID.
The password must
be the same on
both sides of the
VPN

Responder Eroute

: S
iy T

Configere: 1FSec EROUTE 1

Dascription! T ——
Pesr F/hostname:

P [ Ak

o T

Local subnat 1P address:
Local subnet mask:

Famots subnat TF a00T==
Femote subnet mask:

Mo

AH autrrrkication sgoithm
ESF suthenbication algorichm
ESF anoryption algorithm
ESF snoryvpt key length (it |
Durabion (el

Duration (k] i
Fo 54 action: [orep Fuceat =
Creste 58's automaticalv:  [ra =
Athantication method: Frasharadwayn =1
Zancal |

Preshared key entry
Responder

Configure: User 13

Nama: Hawk

Password:

Confwm Password:

Acoess Leved: Low ¥

Web page display made: [Aute =]
oK Cancel

Password should be
entered here




Config.da0 files shown are for a DR-250

CFG]

config last_saved "10:27:49, 19 Feb 2008"
config last_saved_changes "1"
config last_saved_user "username”
eth 0 IPaddr "192.168.83.1"

lapb 0 ans OFF

lapb 2 dtemode 2

lapb 3 dtemode 2

def route O Il_ent "PPP"
def_route 0 Il_add 1

eroute 0 descr "Demo Eroute Initiator"
eroute 0 peerip "80.34.56.91"
eroute 0 peerid "Eagle"

eroute 0 ourid "Hawk"

eroute 0 locip "192.168.83.0"
eroute 0 locmsk "255.255.255.0"
eroute 0 remip "197.67.51.0"
eroute 0 remmsk "255.255.255.0"
eroute 0 ESPauth "MD5"

eroute 0 ESPenc "3DES"

eroute 0 Itime 6000

eroute 0 authmeth "PRESHARED"
eroute 0 nosa "TRY"

eroute 0 autosa 2

ppp 1 IPaddr "0.0.0.0"

ppp 1 username "Enter ADSL Username"
ppp 1 timeout 0

ppp 1 aodion 1

ppp 1 autoassert 1

ppp 1 ipsec 1

ppp 1 echo 10

ppp 1 echodropcent 5

ppp 1 Iliface "AAL"
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[CFG]

config last_saved "10:27:49, 19 Feb 2008"
config last_saved_changes "1"

config last_saved_user "username”
eth 0 IPaddr "197.67.51.1"

lapb 0 ans OFF

lapb 2 dtemode 2

lapb 3 dtemode 2

def route 0 Il_ent "PPP"

def_route 0 Il_add 1

eroute 1 descr "Demo Eroute Responder”
eroute 1 peerid "Hawk"

eroute 1 ourid "Eagle"

eroute 1 locip "197.67.51.0"
eroute 1 locmsk "255.255.255.0"
eroute 1 remip "192.168.83.0"
eroute 1 remmsk "255.255.255.0"
eroute 1 ESPauth "MD5"

eroute 1 ESPenc "3DES"

eroute 1 Itime 6000

eroute 1 authmeth "PRESHARED"
ppp 1 IPaddr "0.0.0.0"

ppp 1 username "Enter ADSL Username"
ppp 1 timeout 0

ppp 1 aodion 1

ppp 1 autoassert 1

ppp 1 ipsec 1

ppp 1 echo 10

ppp 1 echodropent 5

ppp 1 Iliface "AAL"

ana 0 anon ON

ana 0 lapdon 0

ana 0 lapbon 0



ana 0 anon ON

ana 0 lapdon 0

ana 0 lapbon 0

ana 0 maxdata 200

ana 0 logsize 45

cmd 0 unitid "DR-250"
cmd 0 cmdnua "99"
cmd 0 hostname "SS.6000r"
cmd 0 asyled_mode 1
cmd 0 tremto 1200
user 0 name "username”
user 0 access 0

user 1 name "Westermo"
user 1 access 0

user 2 access 0

user 3 access 0

user 4 access 0

user 5 access 0

user 6 access 0

user 7 access 0

user 8 access 0

user 14 name "Eagle"
local 0 transaccess 2

[ENDCFG]
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ana 0 maxdata 200

ana 0 logsize 45

cmd 0 unitid "DR-250"
cmd 0 cmdnua "99"

cmd 0 hostname "SS.6000r"
cmd 0 asyled_mode 1
cmd 0 tremto 1200

user 0 name "username”
user 0 access 0

user 1 name "westermo"
user 1 access 0

user 2 access 0

user 3 access 0

user 4 access 0

user 5 access 0

user 6 access 0

user 7 access 0

user 8 access 0

local 0 transaccess 2

[ENDCFG]
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